UNIVERSITY OF PADOVA

DEPARTMENT OF PHYSICS AND ASTRONOMY “GALILEO GALILEY”

MaSTER THESIS IN PHYSICS OF DATA

OUT-OF-DISTRIBUTION DETECTION METHODS
ON DEEP NEURAL NETWORK ENCODINGS OF

IMAGES AND TABULAR DATA

SUPERVISOR MaSTER CANDIDATE
ProOF. MAaRCO BAIESI SIMONE MISTRALI

UNIVERSITY OF PADOVA

INTERNAL ADVISORS STUDENT ID
Jacoro CREDI 2014119
G1ovaNNI DAavoLl

AxyonN Al SRL

ACADEMIC YEAR

2021-2022



ii



“] HAVE APPROXIMATE ANSWERS, AND POSSIBLE BELIEFS, AND DIFFERENT DEGREES OF

CERTAINTY ABOUT DIFFERENT THINGS, BUT I’M NOT ABSOLUTELY SURE OF ANYTHING.”
— RicHARD P. FEYNMAN.



v



Abstract

Anomaly detection is the process of finding patterns in data that do not conform to a model of normal behaviour.

The goal of anomaly detection is to identify cases that are unusual within data that is seemingly comparable.
Anomaly detection is an important tool for detecting fraud, network intrusion or even new physics, z.e. rare events
that may have great significance but are hard to find.

Anomaly detection can be used effectively as a tool for risk mitigation and fraud detection.

Today, data drives most business and other important decisions in our everyday life. With access to more
data and more information than ever before, it is even more important to analyze it and interpret it correctly,
for example when it comes to security, finding the outliers is only the first step. Determining if the outlier is a
security threat, and understanding the root cause of the anomaly is the key to a real solution.

The scope of this thesis work is to implement an anomaly detector pipeline, capable of detecting the anomalous
and normal samples in the test set of a deep learning classifier. The pipeline is divided into two steps: the prepro-
cessing part, the idea, in this case, is to use the compact representation given by the inner layer of a trained neural
network on a “clean” dataset, and an anomaly detector, which scope is to recognize if the sample is an anomaly.
The work was initially developed during the internship experience in the start-up Axyon Al The application of
the algorithm in this context is the recognition of economic anomalies. The idea is to use the pipeline created
paired with a classifier to give an insight into the quality” of the data where the classifier makes the prediction.

The thesis is organized into five chapters. The first one explores what is novelty detection and which are the
most used anomaly detectors, using both machine learning and classical techniques. An extensive analysis of the
detectors used in this work is detailed in chapter two. Use cases in both physics and the business world are inspected
in chapter three. Chapter four puts attention to the choice of the so-called toy dataset to train the algorithms. The
details of the three experiments done in this work are given in chapter five, where the results and the performance
on both the toy and real dataset are shown. As is underlined in chapter five the idea to use the embedding of a
neural network to improve the score of the anomaly detection algorithms is promising, so the forward steps are
to increase the complexity of the dataset and to use more powerful anomaly detectors.
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Introduction

Novelty detection is the identification of new data that machine learning systems, from now on the classifiers, are
not aware of during the training time. In a nutshell, the novelty detection methods try to identify the outliers that
differ from the distribution of ordinary data. Novelty, also called anomaly or outlier, is a pattern in the data that
does not conform to the expected behaviour [4]. Novel events occur relatively infrequently so in general the data

is insufficient to construct explicit models for “non-normal” classes, z.e. create a novel class[4].

1.1 DESIGN A NOVELTY DETECTION PIPELINE

A general idea of a novelty detection pipeline is presented in Fig.1.1, in the case of this work the idea behind the
Preprocessing part was to use an inner layer of a neural network, trained only on non-anomalous data, as a "pre-
processor”. The obtained samples are passed through the novelty detection algorithm to extract the probability

that the sample is anomalous.

Novelty

Input
Data

— Preprocessing
algorithm

The data is taken in input The data is preproce5§ed in  In this phase the samples are Finally the data can be
order to fit the algorithm classified as an lous pted (p d to the
input requirements. or normal data classificator) or rejected.

T

Figure 1.1: Novelty detection pipeline.

The idea behind the anomaly detectors is that exists a so-called “normal” region, a region in the feature space

where the non-anomalous data can be easily clustered as can be seen in Fig. 1.2.
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Figure 1.2: Novelty within feature space.

1.2 MATHEMATICAL DEFINITION OF ANOMALIES

Conventional pattern recognition typically focuses on the classification of two or more classes. For example in a
two-class classification problem a set of training examples is given Xy, = { (X,», yi|X; € RP i=1,... ,N) }
where each sample consists of a D dimensional vector x; and its label y; € {1, —1}. From the labelled dataset, a
function, ze. the classifier, h(x) is constructed such that for given input vector x* an estimate of one of the two

labels is obtained:

7" = h(x"|h(X))
h(x*|h(X)) : RP — [~1;1]

Novelty detection, most of the time, is approached within the framework of the one-class classification, in
which one class (the normal one) has to be distinguished from all other possibilities. The problem, in this case, is
that the positive class is in general very well sampled while the others are markedly under-sampled. The scarcity
of negative samples can be due to high measurement costs, the low frequency at which the abnormal event occurs
or the emergence of new events, so in the majority of the cases is difficult if not impossible to obtain a very well-
sampled negative class. In this framework, normal patterns X, are available for training while abnormal ones
are relatively few. In this case 2 model of normality M($), where $ represents the free parameters of the model,
is constructed and used to assign novelty scores z(x*) to unseen test data x*. Larger novelty scores correspond
to an increased abnormality concerning the model of normality. A novelty threshold £ is defined such that x* is
classified normal if z(x*) < £, or abnormal otherwise. In this case z(x*) = k set the boundaries of the normal

region in the feature space, Fig.1.2.



1.3 THE NOVELTY DETECTION AS A HIGH DIMENSIONALITY

PROBLEM

High dimensionality refers to datasets that have a large number of independent variables, components, features,
or attributes within the data available for analysis. The complexity of the data analysis increases for the number of
dimensions, requiring more sophisticated methods to process the data. Datasets are growing in terms of sample
size n but even more in terms of dimension 7. At the same time, in the era of big data, m is commonly mis-
construed as high-dimensional, since thousands of dimensions are very common. In general, a data set can be
called high dimensional when the number of dimensions 7 causes the effect of the “curse of dimensionality”. It
is common to have multiple dimensions in many application areas such as data mining and machine learning. The
advent of cloud-based storage enables organizations to store massive amounts of detailed information easily. A
financial organization may monitor its stock price every minute, every hour, or every day, and the stock price may
be predicted with linear combinations of thousands of underlying traded portfolios, each of which is a dimension.
The other sources might be science or biology-related: for example, healthcare data are known for having multiple
dimensions, such as treatment plans, radiation therapy, and genetic background. The major difference between
these examples (i.e., business and healthcare data) is the number of samples. The number of variables or com-
ponents can be similar for each. However, the business data set can have millions of records, whereas the health
data will rarely involve more than a few thousand samples[s]. A sophisticated approach handles the number of
increasing dimensions without affecting accuracy in either situation. High-dimensional data is often referred to
as multi-dimensional or multi-aspect or multi-modal data throughout the literature. A generalised term for multi-
dimensional data structure, along with arithmetic operations viability can be referred to as a tensor and appears

frequently in many web-related applications.

1.3.1 CURSE OF DIMENSIONALITY

The term “curse of dimensionality” was first introduced by Bellman [6] to describe the problem caused by a rise
in the number of dimensions or input variables. When the dimensionality of data increases, data size increases
proportionally, leading to data sparsity, and sparse data is difficult to analyze. The curse of dimensionality affects
anomaly detection techniques because the level of abnormal nature of the increasing dimensions can be obscured
or even concealed by unnecessary attributes. Since outliers are defined as data instances in sparse regions, an inad-
equate discriminative region is observed in almost equally sparse locations of high-dimensional space.

The increase in dimensions makes data points scattered and isolated and makes it elusive to find the global
optima of the dataset[s]. The more dimensions that are added to a dataset, the more complex it becomes, as
each added dimension brings about a substantial number of false positives. The curse of dimensionality refers to
several occurrences that emerge when analyzing and organizing data in high-dimensional spaces. The very nature
of these occurrences is that, whenever there is an increase in dimensionality, the volume of the space increases
proportionally, such that all other data points become sparse. This sparsity is challenging for any technique that
requires a statistical value. Further, it produces numerous complications associated with other noise levels, which
may be irrelevant features or unnecessary attributes, that could complicate or even conceal the data instances.

This is the main reason why many algorithms struggle with high-dimensional data. As the number of dimensions



increases, statistical approaches such as distance measures become less useful, since the points become almost
equidistant from each other, due to the curse of dimensionality.

High-dimensional data requires significant computational memory and brings a huge computational burden.
For high-dimensional data, recognizing useful insights or patterns becomes complex and challenging. The sim-
plest approach to handling high dimensionality problem is to minimize the features and can be better understood
by studying either the intrinsic or embedding dimensionality of data sets. It is essential to understand the subtle
difference between intrinsic and embedding dimensionality. Intrinsic dimensionality is the smallest variety of fea-
tures that cover the full representation of the data; embedding dimensionality is the representation of the number

of features or columns of the whole data space.

1.4 METHODS OF NOVELTY DETECTION

The methods of novelty detection can be separated mainly into three different branches, the so-called taxonomy

is presented in Fig. 1.3.

Novelty detection

Y

l

l

Classification based:

e Neural Networks.

e One class SVM.

Nearest Neighbor:

e Distance based.

e Density based.

Statistical:
e Parametric.
e Non-parametric

Figure 1.3: Taxonomy of novelty detection methods.

1.4.1 CLASSIFICATION BASED

In classification-based novelty detection classification model is built for normal (and anomalous but rare) patterns
based on labelled training data, and such a model is used to classify each new unseen pattern.

Common classification-based approaches are:

¢ Neural Networks.

* One class SVM.

NEURAL NETWORKS

The basic idea is to train the neural network on normal training data and then detect novelties by analyzing the

response of the trained neural network to a test input. If the network accepts a test input, it is normal and if



the network rejects a test input, it is a novelty. This type of acceptance-rejection operation can be achieved using
different approaches the most used in literature are: one class neural network, where the two classes are anomaly
and normal data and reconstruction based where the samples are projected in low dimensional space and then
“reconstructed” in the original space, after the training of this type of architecture the test set is projected and
reconstructed and if a sample has a large reconstruction error is considered as an anomaly. Neural networks can
generalize (the outputs of the network approximate target values given inputs that are not in the training set). The

main neural networks architectures used in anomaly detection are:

* MLP: A multilayer perceptron is a feedforward artificial neural network model that maps sets of input
data into a set of appropriate outputs. It is a modification of the standard linear perceptron in that it uses
three or more layers of neurons (nodes) with nonlinear activation functions, and is more powerful than
the perceptron in that it can distinguish data that is not linearly separable. The goal of the training process
is to find the set of weight values that will cause the output from the neural network to match the actual
target values as closely as possible. Training is accomplished by backpropagation algorithm [7].

* Autoencoder: In an autoencoder network each pattern presented to the network serves as both the input
and the output pattern. Such networks consist of mapping (Encoder), middle (the latent space) and De-
coder layer. The middle layer, with each node representing some feature of the environment, is used for
compression or dimensionality reduction purposes, (a variant of PCA). During operation, patterns are
presented to the network and compared to network outputs (ideally inputs and outputs should be the
same). If the distance between the network’s inputs and outputs is too large, the pattern is considered as
novelty[8].

ONE crass SVM

The SVM approach is based on the simple assumption that normal points belong to the high-density region and
anomaly patterns to the low-density data region. The idea is to find a hyper-sphere to encompass all points in
the data set with the minimum radius. Separation of non-spherical distributed data is done in high dimensional
feature space into which vectors are mapped using non-linear mapping (kernel). The second approach with SVM

assumes the existence of labelled data, in a semi-supervised manner, and uses standard SVM for classification.

1.4.2 NEAREST NEIGHBOR

This approach is similar to the one-class SVM, it is based on the assumption that normal points have close neigh-
bours while novelty points are located in the "low density” region. In this case, the most used algorithm is the
k-NN algorithm where a point is classified by a “majority” vote of its neighbours. Two main variants of this ap-

proach are:

DISTANCE BASED APPROACH

In this variant, the point is considered a novelty if the distance to #-Near neighbour exceeds the predefined thresh-
old.



DENSITY BASED APPROACH

This approach is preferable for a sparse dataset in this case the pattern which is further away is considered a novelty.
This is achieved by computing the local outlier factor, a metric which gives an estimation of how strongly an

instance can be considered a novelty.

1.4.3 STATISTICAL APPROACH

In most of the statistical approaches stochastic distribution is used to model the dataset, the two main approaches

are:

PARAMETRIC APPROACH

This approach assumes that normal data are generated from underlying parametric distribution, sch as a gaussian
orany other statistical distribution. The limitation of parametric approaches for estimating the probability density
function is that they require extensive prior knowledge of the problem.

Some examples of this approach are:

* Assume an underlying well-defined distribution: the most common distribution used is the Normal one,
in this case, the pattern is considered a novelty when the probability density function falls below a thresh-
old (often associated with 3o distance from the mean g).

* Extreme Value Theory: This approach investigates the distributions of data that have abnormally high or
low values in the tails of the distribution that generates the data.

* Hypothesis testing: Novelty detection can be accomplished by determining whether the test samples
come from the same distribution as training data or not using z-test. If -test shows a significant difference
between the two sets of measurements (normal profile and test profile), then the second set is considered
to contain novel patterns.

NONPARAMETRIC APPROACH

In this approach no assumption is made about the statistical distribution of the data. One simple example of this

type of anomaly detection algorithm can be:

* Histogram: Histogram is a graphical display of tabulated frequencies, during normal operation of a system
histogram acquired from collected data maintains a profile of normal data. The algorithm typically defines
a distance measure between a new test instance and the histogram-based profile to determine if it is an
outlier or not.



Models

Given the type of data used in the financial domain, the most interesting anomaly detectors seem to be:

* Isolation Forest.
* Autoencoders.

* Empirical Cumulative distribution for Outlier Detection (ECOD).

2.1 ISOLATION FOREST

The rationale behind this type of model is to take advantage of two properties of the anomalies:

* By definition the anomalies are fewer than the normal data.

* the anomalies have attribute-values that are different from the normal instances.

So, in this case, the model pays attention on the anomalies, not the normal samples, meanwhile, in the other
cases, the algorithms try to reconstruct the distribution of the data . Those differences can be exploited using a
”Tree structure”, using their susceptibility to isolation in the tree anomalies are isolated closer to the root of the
tree, whereas the normal points are isolated deeper end to the tree [9]. This ”Tree” is called Isolation Tree and
one of the advantages of the tree based type of algorithm is that the only free parameters of this type of model are
the number of trees to build and the sub-sampling size. Another good property of this algorithm is that works
surprisingly good and converges quickly with a small number of trees.

This algorithm is distinguished from the other model-based, distance based or density based models in the

following ways:



* The isolation characteristic of the trees enables them to build partial models and exploit sub-sampling.
Since a large part of a tree that isolates normal points is not needed for anomaly detection; it does not need
to be constructed.

* Isolation Forest utilizes no distance or density measures to detect anomalies. This eliminates the major
computational cost of distance calculation in all distance-based methods and density-based methods[1].

In a tree the data are partitioned recursively until all instances are isolated. The random partitioning produces
shorter paths for anomalies since the fewer instances of anomalies result in a smaller number of partitions and
shorter paths in a tree structure, and instances with distinguishable attribute values are more likely to be sepa-
rated in early partitioning. So when a forest of random trees collectively produces shorter path lengths for some

particular points, then they are highly likely to be anomalies as we can see in Fig.2.1.

Xi

"\.U
(a) Isolating x; (b) Isolating x,,
e
1
s 24
[=]
5
=
[l
a
@
o
o
b
& w A
S )
o 4
T T T T T T T
1 5 10 50 100 500 1000

no. of tree (log scale)

(c) Average path lengths converge

Figure 2.1: On top the plot of the samples, x; is a normal point and x is an anomaly, on the bottom the average path
lengths of x; and x the plot is taken from [1].

To define the isolation forest algorithm some definitions are needed, an Isolation Tree is defined in the following
way: let 7'be a node of an isolation tree. T'is either an external node with no child, or an internal node with one

test and exactly two daughter nodes (77, 7;). A test consists of an attribute ¢ and a split value p such that the



test ¢ < p divides data points into 77 and 7;. Given a sample of data X = {x,...,x,} of z instances from a
d-variate distribution, to build an isolation tree, X is recursively divide X by randomly selecting an attribute g and
a split value p until the tree reaches a limit in its height or |X5p;l~,| = 1 or all data in X have the same values. The
idea behind anomaly detection is to provide a ranking which reflects “the degree of anomaly”. One way to detect
them is to sort data points according to their path lengths or anomaly scores. To define the anomaly score the
path length has to be defined: /(x*) of a point x* is measured by the number of edges x* traverses in a Tree from
the root node until the traversal is terminated at an external node. Defining the anomaly score is a key problem in
the isolation forest algorithm because the single length of /(x*) grows linearly with the possible height of the Tree,
but the average height grows in order of log 7. The anomaly score s of an instance x is defined as:

E(())
s(x,m) =27 W (2.1)

where ¢(n) is the average path length performed in a Binary Search Tree performed in a dataset of 7 samples:
c(n) =2H(n—1)—2 2nl) H(7) is the harmonic number H(7) = In(7) + ¢, where @ is the Euler’s constant, and

n

E(/(x)) is the average of /(x) from a collection of isolation trees. During the training time the Tree is constructed

by the partitioning of the given dataset until the instances are isolated or a given height is reached.[1]

2.2 ECOD: EmMmPIRICAL CUMULATIVE DISTRIBUTION FOR QUT-

LIER DETECTION

ECOD is an outlier detector which tries to overcome two limitations of the most used anomaly detectors.

Firstly many of those detectors suffer the curse of dimensionality, secondly the majority of those methods require
hyperparameter tuning. The idea behind ECOD is to exploit the definition of anomalous sample given the fact
that the anomalies are rare, for example, if we assume a Gaussian underling distribution the three-sigma rule can
be used. Using the three-sigma rule the histogram has to be constructed and some parameters such as the binning
have to be tuned. ECOD estimates the empirical cumulative distribution function, so no parameters have to be
tuned and no parametric assumption has to be done on the data. The problem in the estimation of the ECDFs
is the curse of dimensionality, ECOD overcomes this problem by estimating independently the density function

in every dimension [2].

The rationale behind the ECOD detector is similar to the three-sigma rule, the detector measure how much
the sample is an outlier estimating the tail of the distribution in every dimension, in this case, the assumption of

independence of the dimensions is done, so in this case, the idea is to estimate & ECDF one for every dimension.

To introduce what is a ECDF the definition of CDF is needed, let D : R” — [0, 1] denote the CDF across
all the # dimensions. Given s sampled points in this space such as X;, X, ... , X, naming X" as the J-th entry

of the vector X and defining Y as a generic random variable with the same distribution as each X, then the joint



CDF for any z € R” is defined as:

D(z) = (Y(l) <zW, ¥® <& Y <0 ) (22)

Y<z

This is the probability to measure how much the Y samples is far from the mean of the distribution in terms of
the left tails. To simplifying the problem the assumption of the non dependencies of the dimensions has to be
done, so a definition of D(z) is

= f[F(f) (x(/)) , withz € R” (23)

Now the CDF has to be computed, giving the fact that the exact computation is not doable in this method a
“data approximation” is necessary[ 10], the so-called Empirical Cumulative Density Function, which is defined as

follows:

Dy(z) = M Z[ (Y; < z) (2.4)

Given the definition of ECDF in Eq 2.4 the left and right tail ECDF each dimension can be computed as

follow:
DZ}[(Z) = % zj:ﬂ {Y,(]) < z}
=1
DY), () = IX_;H (¥ >}

Then for every Y; the left and right probability are aggregate in the final outlier score O; using the (2.6). The
interesting idea of this method is that the aggregation or the use of only left or only right ECDF, does not give
always the best outlier score, so the skewness coefficient for every dimension is computed and then is used to decide

what ECDF has to be used for every dimensions.

The skewness coefficient for every dimension is defined in the following way:

1< N —\3
;2 (1 -19)
Y= o : (2:5)

Lilz‘:(Yy)_me]Z

i=1

where X0) is the mean over the / j-th dimension. Then the outlier score for the z-th sample O(X;) can be com-
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pute in the following way:

n thﬁ(Y,(f))
Oure(¥7) = — Z I {7] < 0} log (Dl(g}t (Yl(/))) +1 {7] > O} log (Dgzhr (Yl(/))) (2.6)
=1 —_—

0 ()

finally, the returned outlier score is computed as follows:
Oz’ = max § — Z Ole t (Yz(/)) s T Z Orz’ght (Yz(/)) ) Ozmto(y}) (2‘7)
J=1 j=1

As we can see in 2.2 different outlier scores change the result of the methods, the problem, in this case, is that
in the dataset used in this example all outliers fall on the left end of the 2—dimensional distribution, so using the

left tail probabilities works surprising well[2].

o MNormal -®e e Normal e e« MNormal a®e e Mormal " e e Normal a®e
»  Outeer ENy s Outser - . + Outier . . o Outher - . +  Outer - .
- s . - L) I - L) - . e . - £l hd
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. . . . .
. . . . .
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. . . ' .
. - * . . - . . - . . . . . .
. . - . . . L - . - - - - - .
(a) Ground truth (b) Left tail (c) Right tail (d) Avg of two tails (e) Skewness corrected

Figure 2.2: Those plots are taken from [2], as can be seen different tail probabilities affect in different way the results.

2.3 AUTOENCODER

The autoencoder-based novelty detection models are part of the so-called dimensionality reduction-based meth-
ods this type of method utilizes a reconstructive error to classify the anomalies, those methods try to find the
optimal subspace where the data are encoded most compactly. Those methods assume that the features of a “nor-
mal sample” are in some way correlated and when they are projected in the optimal space the representation is
compact as can be seen in Fig.1.2. The first dimensionality reduction method used is the PCA method, where
the strong linearity assumption is made, meanwhile autoencoders exploit the power of non-linearity of the deep
neural network to bypass this assumption.[11].

An autoencoder is a deep network architecture made up of two parts the so-called Encoder where an input
vector x € R? is projected in a space of dimension p < d which are the number of neurons in the so-called inner

layer, for a deep autoencoder the number of layers to make the compression are > 1. The activation of the z-th
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neuron in the hidden layer is given by:

b =) = ¢ | 2 Wi+ b 8)
j=1

where & are the parameters of the Encoder part of the network, in this case { W, b}, b € R? is the bias vector
and W € R?*4 is the encoder weight matrix and ¢ is a non linear function called activation function, so the input
vector x is mapped in a lower dimensional space.

The second part of the autoencoder is the Decoder in this case the network remap the hidden layer into the

original space R? — R4, the function for the i-th feature can be defined as follows:
W =g (D) =9 | > Wihi+0 (2.9)
=1

where & are the parameters of the Decoder part of the network, in this case { W™*, b*}, b* € R4 is the bias
vector and W™ € R4*? is the encoder weight matrix and ¢ is a non linear function called activation function, so

the hidden vector 4 is mapped in the original space [8].

Input Layer € R*?

Hidden Layer € R5

Qutput Layer € R*?

Figure 2.3: Graphical representation of an Autoencoder, created with the online tool NN SVG.

to optimize the weights and biases of the network the target (Loss or error) function has to be optimize with

respect to &, 5"

n

(3,9 = argminl ZE (%5 x7)

L =
1 n
= arg min; Z e (x;; g5 (fs(x:)))
3.9

=1

I2


http://alexlenail.me/NN-SVG/index.html

The target function to minimize is the so called reconstruction error defined as follows:
Lok *\ 2
elxsxf) = E (2, — x7) (2.10)

This type of error gives an idea on how much the reconstruction of the original sample is similar to the original
one, given this property of the reconstruction error a threshold is defined so the classification of an anomalous
data can be:

normal, ;<0

a(x;) = (2.11)

anomalous, €; > 6

2.4 VISUALIZATION TOOL: T-SNE

For the various plots in this work the tool used for the dimensionality reduction is the #-SNE (t-Stochastic Neigh-
bor Embedding) the choice of this algorithm is dictated that the fact that in high dimensional datasets preserving
the local structure, on the other hand, the PCA preserve the global structures[12].

t-SNE is a non parametric method that constructs non-linear embeddings. The idea is to associate a probability
distribution to the neighborhood of each data, as usual x € R% where d is the number of features, the probability

is defined as follows:

_ )
exp %7

iy = v — ]
> e~
ki i

(2.12)

where p,|; can be interpreted as the likelihood that x; is a neighbor of ;. The free parameters of this algorithm

are o; that are usually determined by fixing the local entropy H(p;) defined as:

H(p) == piilog, (p:) (2.13)
J

then H(p;) is set to equal a constant across all data points g = 2/ (), where @ is called perplexity[12].

The t-SNE construct a similar probability distribution in alow dimensional latent space, defining the projected

points ¥’ € RY where d’ < d the definition of this new probability distribution is:

(140 —2)

-1
> (1 I - 5P

ki

95 = (2.14)

Theideais that g, is chosen to be along tail distribution in order to preserve the short distance information and

to repelling two points that are far apart in the original space. To find the parameters the loss function minimized
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is the so called Kullback—Leibler divergence between g;; and p;;:

Dic(qllp) =D _ pylog <Zl‘]> (2.15)
7 j

q

the minimization is done via gradient descent[12].
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Application of Novelty detection

In the Big Data era, the detection of out-of-distribution samples z.e. new or anomalous pattern is becoming more
and more important in everyday life and also at the Large Hadron Collider to find new physics a model-agnostic

searching as to be set up[13].

3.1 APPLICATION OF NOVELTY DETECTION TO DISCOVER NEW

PHYSICS AT THE LHC

To look for new physics behind the standard model at the LHC many analyses have been carried out, but these
have yet to yield statistically significant deviations from the expected background. This can indicate that no new
physics is found in the data or maybe the rights signals are not inspected [13]. Another problem is the amount of
data collected every second is around 1445 for every collision this lead to roughly 40 7B every second, to reduce the
amount of data a trigger is designed to reject the uninteresting events and keep the interesting ones, this reduces the
amount of data to 200M4B per second[14]. To search for new physics in all of these data the recent unsupervised
machine learning techniques are a good choice because they are model-agnostic and they need a large amount of
data. The Machine learning techniques in this field make use of low-level, high-dimensional data, meanwhile, the

model used by "humans” tend to use the high-level feature with low-dimensional data[15][16][17][13].
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3.2 APPLICATION OF NOVELTY DETECTION IN ECONOMICS

AND [OoT

Data proliferation and the increasing complexity of technology have transformed the past decades over the finan-
cial market. The big tech companies now exploit the analysis of those data for better decision-making [18]. The
potential value of financial big data is unlocked if it is leveraged to drive decision-making. According to a study
performed by IBM in 2013 [19], 71% of banking and financial markets are leveraging big data analytics to create
competitive advantages for their organizations compared to 36% in 2010, representing a huge 97% increase in
just two years[18]. Therefore, traders and organizations need efficient and flawless processing of high volume,
rapidly changing diverse data to generate meaningful insights and evidence-based decision-making [18][20]. This
scenario given its complexity (many heterogeneous actors make, sometimes, irrational decisions) needs a complex
model which tries to infer some insight into the market, this complexity paired with the rise of anomalies in the
market can lead to catastrophic conclusions. The incentive of these companies to study anomalies begins with the
crisis of 2007.

Anomaly detection can also be used in the fraud area, also in this case the companies are interested in detecting

the anomalous pattern Ze. the fraud as soon as possible. Some subcategories of this area are [21]:

* Duplication of credit card: almost everyday business, online shopping, and electronic banking are largely
dependent on them. Meanwhile, the misuse of credit or debit card is on the rise and a source of common
fraud. Credit card fraud anomalies can be identified using transactional records and generally correspond
to any of several indicators including unusually high payments, purchase of extremely unusual items, and
high frequency of purchase. The challenge associated with detecting fraudulent transactions is detecting
them in an online and unsupervised manner so that the new types of fraud are detected as soon as they

happen.

* Mobile phone: Mobile phone fraud includes a variety of fake offers that persuade consumers to buy
various products. To prevent the misuse of mobile phone accounts, it is necessary to detect any unusual
usage patterns. The basic technique is to monitor the usage pattern and create a customer profile of each
of the accounts.

* Insider trading: In recent times, investment has received renewed interest from the general public, in
fields such as cryptocurrencies, NFTs and in a more conventional way the stock market. Insider trading is
a criminal activity in the market, where profit is made by using inside information before it is made public.
The inside information is of different forms and can affect the market’s prices artificially. In this domain,
early detection is important to avoid individuals or organizations from making illicit profits.

Anomaly detection can also be applied in the IoT (Internet Of Things) field, in this years more and more IoT
devices have been installed in all the cities around the globe. From Amazon’s vocal assistant (Alexa) to air quality
monitor up to traffic light and industrial control system[22][23]. In those cases, the AD declines in different ways
for example in smart cities the AD can be used in the detection of fault conditions that may lead to identifying the
needs of a maintenance intervention on a service, which may lead to saving money or even, in some cases, life[24].
Meanwhile in the industries AD can be used to make that the produced samples do not have faults or malfunction

of industrial assembly line[25].
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Dataset

The idea behind this work is to design a novelty detection pipeline a pictorical representation can be seen in Fig.1.1
isdivided into three experiments with different characteristics. In this chapter, the definition of these three datasets

and a small introduction to the experiments is given.

4.1 CONTAMINATION RATE

In order to understand the creation of the datasets the meaning of contamination rate has to be defined .
Given a set of samples D of cardinality < and considering another set A of cardinality ¢, defining the set{ as the
union of D and A, using mathematics i/ = A U D, with cardinality w = « + d.

The contamination rate of the new set can be defined as:

R

r= (4.1)

so the contamination rate is the percentage of anomalies in the set /.

4.2 MNIST

All the created datasets originated from the MNIST handwritten digits database, a large dataset used in most
machine learning courses as a so-called toy dataset, z.¢. a pretty simple dataset used to validate the models in the
first phases of the ML workflow. It is composed of grayscale images 28 x 28 pixels, the cardinality of the training

set is 60’000, meanwhile, the cardinality of the test set is 10’000, and of course, the number of classes is 10.
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4.2.1  FIRST DATASET: ANOMALIZED MNIST

The purpose of the first experiment was to give an insight into the internal representation of a NN of the anoma-
lous samples, in other words, to inspect the latent space to see if a space like the one in Fig.1.2 can be reconstructed
by an NN trained with anomalous data. In this case, the anomalies are injected both in the training set and in the
test set, so in this case, the correct name is not novelty detection, but anomaly detection. The anomalous data, in
this case, are the digits 0 and 1, the other digits are the normal samples. The structure of the data in this experiment
is preserved, ze. the images are not flattened. To compute the number of anomalies to inject in the dataset the
rationale is always the same, defining w the cardinality of the set U = X U X, omatons» given the cardinality of the

two subsets | X'| = @ and | X, omaions| = 24, the following set of equation holds:

wu=x+xy

(4.2)
Ty = wp
solving for a4 the following expression is obtained:
Ly = ﬁw (43)

Logically the contamination rate has a theoretical upper limit which is 50% in this case the anomalies are more
than half of the overall dataset, on the other hand, there is also another upper bound, this is given by the cardinality
of the classes in the MNIST dataset which are listed in Appendix A.1. The total number, without the 0 and 1, in
the training set is 41377 and in the test set is 6853, the cardinality of the classes 0 and 1 summed up is 14780, so

the real contamination rate upper limit is:

14780 14780

- ~0.31 .
41377 + 6853 48230 (44)

Preal =

In this experiment the contamination rate used are: [0.01, 0.02, 0.05, 0.1, 0.2, 0.25]. To study different "types
of novelty” different “misclassification” were made, in the first case named OA4L (One Anomalies Label) all the
anomalies are classified as a 9, in the second case named RAL (Random Anomalies Labels) at every anomaly was
assigned a random label from 2 to 9, the former mimics a pattern pretty similar to an already known one, on the

other hand, the latter mimics a completely unknown pattern, in this case, the label is assigned randomly.

4.2.2 SECOND DATASET: TABULARIZED MNIST

The purpose of the second experiment was to apply the same idea of the first experiment with two differences:

* The anomalous data are injected only in the test set.

* The images are flattened to mimic the data used in the economic field, 7.e. tabular data.
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TABULAR DATA

Tabular data refers to data that is organized in a table with rows and columns, this type of data can give a more
informative space in the economic field instead of time series, in some way tabular data are multivariate time series.
On the other hand given the informative power and complexity of this multidimensional time series to unlock
their full potential deep-learning techniques are the best type of model to be used [26].

This transformation of the images in tabular data brings up an interesting problem in Sec. 4.2.1 the dataset
has a so-called ”internal structure”, sc. the position of the pixels, in the case of “tabularize MNIST” the structure
is no more definite and in theory, the space is noisier and it is more difficult to make classification on it. In this
case the division of the dataset in OA4L and RAL is not done, because the only difference between the two are the
labels in the test set, so the classifier does not take in account the different labelling in the training phase.

Given the fact that the anomalies are injected only in the test set in this case the real contamination rate is:

14780

<853 " (4-5)

real =

so the anomalies are more than the non-anomalous samples and the theoretical upper limit of 0.5 contamina-

tion rate can be applied, in the datasets created with the tabular data the contamination rates used are :[0.01, 0.05, 0.1, 0.2, 0.3, 0.4].

4.2.3 THIRD DATASET: PAIRWISE DATASET

To mimic a pairwise asset ranking the “tabularized MNIST” was divided in pair by the digits, ze. [0,1],[0,2],...,[8,9].

The number of couple can be easily computed using binomial factor:

n n!
=) - ma o

in this case # = 2 and » = 10:

10 10!
C = = — = 45 .
10,2 (2) 218! (4 7)

given the large number of couples, the plots presented in this thesis are the ones of the couple [0, 1], but the
results are general. As for the dataset presented in Sec 4.2.2 the anomalies are injected only in the test set. Given

the nature of the problem of asset ranking the ”type” of labelling chosen in this dataset was the RAL one.
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Experiments

S.I EXPERIMENT 1: HOW ANOMALY AFFECT THE INFERENCE

In this preliminary experiment, the research question is: How do the anomalies afffect the training and the inference

of an artificial neural network using image data? The steps of this experiment can be summarised as follows:

1. Creation of the dataset.

2. Modelling a Convolutional Neural Network that makes inference on the 8 classes.
3. Project the various layers of the CNN using #-SNE algorithm (Sec. 2.4).

4. Repeat from 1 to 3 varying the contamination rate.

For this type of data, the more suitable architecture is the CNN which can easily handle the images and take

advantage of the internal features of this data such as locality and translation invariance.

5.1.1 THE CNN ARCHITECTURE

Two kinds of basic layers make up a CNN: a convolution layer that computes the convolution of the input with
a bank of filters, and pooling layers that coarse-grain the input while maintaining locality and spatial structure.
For two-dimensional data, a layer / is characterized by three numbers: height A}, width 177, and depth D;. The
height and width correspond to the sizes of the two-dimensional spatial (77, H;)-plane, and the depth D; to the
number of filters in that layer. All neurons corresponding to a particular filter have the same parameters[12]. The

architecture created for this experiment is summarized in Fig. s5.1.
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ﬂ TnputTayer ' Conv2D ' MaxPooling2D . Dense

Figure 5.1: Graphical representation of the architecture used in the Experiment 1 to make the inference on the dataset
with anomalies, the plot is created using [3].

5.1.2 PROJECTION USING T-SNE OF OAL DATASET

At the end of the training for every contamination rate the last two Dense layers are projected using different
perplexity. The projections are almost identical so only the second last layer plots are shown. In the following
plots the bigger dots are the anomalies meanwhile the little are the anomalous ones, the hues are given by the

classes label.
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Figure 5.2: OAL dataset with contamination rate = 0.01 processed by the CNN and projected in the second-last layer
using t-SNE, in this configuration the density of the anomalies is too low to form a distinct cluster from the 9 class.
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Figure 5.3: OAL dataset with contamination rate = (.25 processed by the CNN and projected in the second-last layer
using t-SNE. In this configuration can be clearly see that the class of number 9 has became a so-called superclass (union of
more than one class), where three different "wings” can be seen.
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5.1.3 PROJECTION USING 7-SINE OF RAL DATASET

The dataset, in this case, is more complex, because the labels of the anomalies are not assigned to a fixed label. This

type of labeling make the inference and the training of the neural network more difficult because the labels are

more noisy.

Projection 1% perplexity 500
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Figure 5.4: RAL dataset with contamination rate = (.01 processed by the CNN and projected in the second-last layer
using t-SNE. In this configuration the cluster of anomalies is pretty separated from the other classes.
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Figure 5.5: RAL dataset with contamination rate = (.25 processed by the CNN and projected in the second-last layer
using t-SNE. As in Fig.5.3 also in this configuration an anomalous cluster it is distinct from the other classes.

5.2 EXPERIMENT 2: HOW ANOMALIES AFFECT THE INFER-

ENCE IN TABULAR DATA

In this second experiment, the research question is: How do the anomalies affect the training and the inference of
an artificial neural network using tabular data? The steps of this experiment are pretty similar to the previous

one (Sec.s.1) and can be summarised as follows:

1. Creation of the dataset.

2. Modelling a FNN that makes inference on the 8 classes.

3. Project the various layers of the FNN using #-SNE algorithm (Sec. 2.4).

4. Compute the accuracy over the non-anomalous, anomalous and all the samples in the test set.
5. Repeat from 1 to 4 varying the contamination rate.

With this dataset, the structure of the data, the locality of the pixels and the translation invariance are lost given

the flattenization of the images, so in this case, the only suitable type of ANN is the MLP.

5.2.1 MUuULTI LAYER PERCEPTRON

The MLP used in this experiment is pretty simple and a graphical representation is shown in Fig. 5.6,
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Input Layer € R*¢

Hidden Layer € R's

Hidden Layer € R0

Output Layer € R?

Figure 5.6: Graphical representation of the MLP architecture used in the Experiment 2 to make the inference on the tabu-
lar dataset with anomalies.

§.2.2 PROJECTION AND ACCURACY STUDY ON THE TABULAR OAL DATASET

The projection, as in Sec. 5.1.2 and 5.1.3, is done with the #-SNE algorithm, in this case the projections are made
only the test set, because the anomalous data are injected only in it. In this type of datasets the spatial correlation

of the pixels is lost so the result of the projection is less clear.
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Figure 5.7: Test set of the OAL tabular dataset with contamination rate = 0.05 processed by the ANN and projected in
the last layer using t-SNE. In this configuration the anomalies are not clustered near the class 9, this is due to the fact that
the ANN tends to classify those samples as 8. This can also be seen in the analysis of the analysis of the accuracies of the
ANN in Fig.5.9.

t-SNE perplexity:100 uniform dataset anomaly:40%
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Figure 5.8: Test set of the OAL tabular dataset with contamination rate = 0.40 processed by the ANN and projected in the
last layer using t-SNE. In this configuration the anomalous cluster can be seen in the center of the projected latent space.

To study how the ANN classify the anomalous sample the "accuracies” of the anomalies in the test set are

calculated. As can be seen in Fig. 5.9 the anomalies tend to be classified as 8. In the second configuration, the one
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shown in Fig. 5.10, given the large number of anomalous samples, the classifier tends to classify the samples the
majority of the times as 8 but also as 7 and as 1.

Anomaly Unifrom 5.0% Normalized

06

True label

0.0

5 6
Predicted label

Figure 5.9: Accuracies computed on the anomalies of test set with contamination rate of 0.05.

Anomaly Unifrom 40.0% Normalized

True label

0.0
6

5
Predicted label

Figure 5.10: Accuracies computed on the anomalies of test set with contamination rate of 0.40.

Then a sanity check on the classifier is done to confirm that the ANN is trained correctly as can be seen in
Fig.s.11 and Fig.s.12 the accuracies are between 94% and 99%.
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Figure 5.11: Accuracies computed on the test set without the anomalous samples with contamination rate of 0.05.

Regular Unifrom 40.0% Normalized

True label

Predicted label

Figure 5.12: Accuracies computed on the test set without the anomalous samples with contamination rate of 0.40.

5.3 EXPERIMENT 3: NOVELTY DETECTION PIPELINE
Given the interesting results of the former experiments (Sec.s.1 and Sec.s.2) in this one the research question

is: The embeddng of an ANN can be used to improve the performances of an anomaly detections algorithm?. The

high-level idea is to pair a classifier already trained, which has to be left untouched, with an anomaly detector and
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to reduce the complexity and computational time of the novelty detector, ze. using a small space than the input

space.

5.3.1 CLASSIFIERS USED IN EXPERIMENT 3

Two different ANNs were considered in the third experiment. The one already presented in Sec.s.2.1, from now
onDensel5, and another ANN presented in Fig.s.13, where the AD was applied to the input and the inner layers

of the two NN.

Input Layer & R
Hidden Layer & R

Output Layer & R

Figure 5.13: Graphical representation of the Dense10 architecture.

5.3.2 PROJECTION OF PAIR 01 USING T-SNE

Given the small number of anomalous and normal samples in this experiment the anomalous clusters are less clear,

in Fig.5.14 only the clusters of the normal samples are distinguishable.
In the following plot the anomalous samples form a well defined cluster, separated from the two “normal

clusters”™:
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Figure 5.14: Pair 01 in a dataset with contamination rate= 0.01 processed by Dense15 and projected in the last layer
using t-SNE.
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Figure 5.15: Pair Ol in a dataset with contamination rate= 0.4 processed by Dense15 and projected in the last layer of
the architecture Densel5 using t-SNE.

To make the anomalous cluster more definite the contamination rate can be increased, in the following plot

31



(with contamination rate = 0.6) the three clusters are well separated, so a topological difference in the latent space

can be impute in this case.
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Figure 5.16: Pair 01 in a dataset with contamination rate= 0.6 processed by Dense15 and projected in the last layer of
the architecture Densel5 using t-SNE.

5.3.3 EVALUATION METRICS FOR AD

To study the effectiveness of the AD algorithm used in this experiment a digression on the metrics has to be done.
The most popular metrics used to compare performances are Fr-score, Area Under the Receiver Operating Char-
acteristic (ROC) Curve (AUC) and Average Precision score (AVPR). The F1-score and AVPR are highly sensitive
to the Contamination rate[27], this is a problem because this scores can be artificially increased by tuning the con-
tamination rate, so for this work, the metric chosen is AUC.

A common evaluation metric in pairwise is the Confiesion Matrix a special type of 2 dimensional contingency
matrix, where each row represents an instance of a class, in this case, the matrix can be visualized in the following

way:

True False
Positive Negative
1p fr

False True
Positive Negative
¥/ n
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The ROC is a graph showing the performance of a classification model, it show two parameters the True

Positive Rate (TPR) and the False Positive Rate (FPR), their mathematical definitions are:

_ TP
TPR = TP+FN (S I)
FPR = 2 _ ‘
= 1IN

where TP are the true positive, FN the false negative and TN are the true negative. A graphical representation of
the ROC curve can be:
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Figure 5.17: A graphical representation of the ROC curve

The AUC is simply the area under the ROC curve.
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5.-3.4 ANoMALY DETECTION ON THE EMBEDDINGS

In this part of the third experiment, the aim is to apply the anomaly detector to the input set and the various

outputs of the ANN, so the step can be summarized in the following steps:

I.

2.

Train the ANNE.
Freeze the weights.
Collect the samples, in all the layers.

Train the anomaly detectors and apply them.

. Compute the AUC.

Repeat from 1 to 5 for all the pairs.

The previous steps apply both to the Dense 10 and Dense15 architecture.

EXPERIMENT 3 ON THE Densel® ARCHITECTURE

The architecture used in this sub-experiment is the one shown in Fig.s.13, so the NN is composed of three layers,

for every pair and every layer every anomaly detector algorithm is optimize and then trained. Given the fact that

the AUC is resilient to the contamination rate only the results aggregated per contamination rate = 0.1 are shown

in the following bar plot.
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Figure 5.18: Mean of AUC for the pairwise dataset with contamination rate 0.1, on the x axis the name of the anomaly
detector are shown and on the y axis the AUC.
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The mean of the AUC is greater in the case of Isolation forest applied on the input set so in this particular case,
the embedding seems not very informative. To prove that the AUC is agnostic in respect of the contamination
rate the mean and standard deviation of them on all the contamination rate list used in this work is done, the
results are summarized in Tab.s.1, as can be seen in this case the standard deviation is of order 103, two order of

magnitude below the mean.

Layer and AD algorithm | mean of AUC | standard deviation of the AUC
ECOD input layer 0.743 0.004
ECOD first layer 0.720 0.004
Autoencoder input layer 0.6043 0.004
Autoencoder first layer 0.637 0.003
IF input layer 0.744 0.004
IF first layer 0.730 0.004

Table 5.1: AUC scores of the various anomaly detectors on the layers of Dense10 neural network.

EXPERIMENT 3 ON THE Densel5 ARCHITECTURE

The steps of this sub-experiment are the same as the previous one, the Dense15 architecture is composed of three

layers (input, first layer and second layer), meanwhile the Dense10 is composed of two layer.
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Figure 5.19: Mean of AUC for the pairwise dataset with contamination rate 0.1, on the x axis the name of the anomaly
detector are shown and on the y axis the AUC.

In this experiment the isolation forest applied on the input layer outperform the others AD.
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Layer and AD algorithm | mean of AUC | standard deviation of the AUC
ECOD input layer 0.62 0.03
ECOD first layer 0.29 0.03
ECOD second layer 0.22 0.01
Autoencoder input layer 0.605 0.001
Autoencoder first layer 0.6740 0.003
Autoencoder second layer 0.406 0.004
IF input layer 0.744 0.002
IF first layer 0.718 0.005
IF second layer 0.686 0.01

Table 5.2: AUC scores of the various anomaly detectors on the layers of the Dense15 neural network.
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Conclusion and future perspectives

This thesis is an overview of anomaly detection algorithms on a multi (high) dimensional space. Given the gener-
ality of the data (no assumptions are made) this type of algorithm can be applied in all the fields cited in Cap. 3.
The scientific review part was a fundamental step, the study of many papers helped to understand and to select
the three algorithms applied from all the ones which can be found in the literature. The three AD algorithms
proposed in this work are completely unsupervised. This aspect is critical since in the field where those have to be
applied (economy) the labels of the anomalous samples do not exist.

The work concentrates on the application of anomaly detection algorithms on tabular data, this type of data is
widely used in all the fields of science from biology to physics up to economy. The principal problem of this study
is the size of the datasets created. In experiment 3 the number of datasets used is 270 (45 pairs and 6 contamination
rates). The training of the various algorithm on this number of datasets is computationally demanding and a non
trivial optimization challenge. Some final thoughts on the best algorithm found in this work have to be done.
Why does Isolation Forest outperform the other algorithms? This is due to some factors which are intrinsic in its
definition. In comparison to the most used algorithms in the literature, the ANN, the Random Forest does not
struggle with uninformative features, which are intrinsically encoded in tabular data [28]. Also, the time needed to
train and optimize this type of algorithm is shorter with respect to the Neural Networks. A GPU is not needed for
the tree-based models, also tree-based algorithms are interpretable and not a black box such as the neural networks.
The next steps of this work are to increase the complexity of the dataset using for example CIFAR 100, a subset of
ImageNet and the study of the interpretable parameters in the Isolation Forest.
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Appendix

A.1 MNIST DATASET CLASSES CARDINALITY
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Classes

Cardinality_train

Cardinality_test

o 5928 980
I 6742 1135
2 5958 1032
3 6131 1010
4 5842 982
5 5421 892
6 5918 958
7 6265 1028
8 5851 974
9 5946 1009
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